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Outline 

•  What is policy-based management? 
•  Motivations 
•  A functional architecture by IETF and DMTF 
•  Representing policies 
•  Policies on different levels—Refining policies 
•  Example 1: Performance policies for services  

in an enterprise environment  
(QoS policies, database as policy repository) 

•  Example 2: Firewall policies  
(Security policies, policy conflicts) 
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Policy-based Management 

•  Policy-based management relates to specifying and enforcing  
a set of rules, the policies.  

•  Policies are constraints under which the managed system operates.  
Sometimes they specify the reaction of the system to events or 
conditions. 

•  Policies allow to raise the level of abstraction for management 
functionality.  

•  Policy refinement: To take effect, policies need to be translated into 
actions carried out by devices or control components. This translation 
is often difficult. 

•  Policy conflicts: Policies can be in conflict with one another. Such 
conflicts or anomalies need to be detected and handled.  
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Motivation and Background 

•  Industry driver: Simplified and automated configuration management, 
due to 
–  Increasing complexity of devices and services 
–  Lack of experienced human administrators 
Goal: specify policies on a “business level” and store at single place. 

•  Standardization activities: 
–  IETF focusing on networking aspects, since ca. 96 
–  DMTF, an industry consortium, focusing on enterprise computing 

and networking, since ca. 99 
•  Application domains 

–  Configuration for performance management (QoS, etc.)  
and security (encryption, authentication, access control, etc.) 

–  Interdomain Routing 
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Examples of Network Policies 

•  Most policies can be expressed in one of the forms 
–  IF X THEN Y  

If X holds then Y must hold 
–  ON E IF X THEN Y 

When E occurs, if X holds then perform Y. 
•  Examples 

–  Access control policies: 
Managers of department D can access server S. 

–  Firewall policies: 
Packets with sender address 128:*:*:* are deleted. 

–  Admission control policies 
If more than 20’000 VoIP calls in domain, block additional calls. 
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Functional Architecture for  
Policy-based Management (IETF and DMTF) 

Management Station 

Policy Decision Point 

Policy Enforcement Point 

Policy Repository 
e.g., LDAP 

e.g., LDAP 

e.g., SNMP, COPS, CLI 
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Functional Architecture for  
Policy-based Management (2) 

•  Policies are edited and maintained at the management station, 
•  They are stored in a (distributed) database, the policy repository. 

Directories, such as X.500 systems have been proposed to store 
policies. 

•  A policy decision point (PDP) reacts to events by triggering policies  
that are related to those events.  

•  A policy enforcement point (PDP) sets specific control parameters on a 
device to enforce a policy or performs the action part of a policy. 

•  Policy decision point (PDP) and policy enforcement point (PEP) can 
be located on the same device.  
Having both components on different devices allows to keep network 
devices simple or to share PDP functionality among several PEPs. 
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Policy Representation and Refinement 

•  Policies can be represented as  
–  Policy rules: IF X THEN Y or ON E IF X THEN Y 
–  Management and control parameters,  

e.g., as discussed for performance management architectures 
–  Rows in tables or instances in an object model 

•  Policies are defined on different levels of abstraction, for instance 
–  Business level: Grade G for service S and customer C 
–  Network level: end-to-end QoS objectives 
–  Device level: local QoS objectives 
The mapping from a higher to a lower layer is generally not 

automated, requires expertise and can be very difficult. 
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[Chan97]  

Representing Policies as  
Management and Control Parameters 
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Representing Policies as Tables 

A table with DiffServ QoS policies. 10110 is the DSCP for EF. 

A table with QoS policies for a web service. 

Each row in a table represents a policy.  
Independent attributes are green, dependent attributes are blue.  
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Example 1: Policies for  
Class-based Services in an Enterprise Environment 

We show a business-level policy represented in an  
object model. The model expresses objectives  
for application performance. 

The example illustrates the use of information from  
enterprise databases for policy definition.  

For details, see [DV02].  
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Class-based Services in an Enterprise 
Environment: Business Policy Schema 
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Class-based Services  
in an Enterprise Environment 

•  Business-level policy schema 
The class performance objective defines an association 

between a client, an application, a server, and a class of 
service. 

•  The business-level schema needs to be mapped on  
–  the policy schema for network devices, and  
–  the policy schema for servers . 
This mapping has to be done ”manually.” 

•  In this example, the enterprise database is the policy 
repository. 
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Example 2: Firewall Policies 

Firewall policies are examples of security policies. 
Creating and maintaing firewall policies by human 

administrators is an error-prone process. 
We discuss policy representation and validation (anomaly 

detection) for a local firewall. 
We present a specific approach with simple policy rules that 

are ordered for evaluation. The fact that rules are odered 
makes understanding of policies and anomaly detection 
harder. 

For details, see [ASH04] . 
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Representation of a Firewall Filtering Policy 

[ASH04] 
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Representation of a Firewall Filtering Policy (2) 

•  A filtering policy is represented as a list of filtering rules 
of the form  
(position, protocol, source address, source port, dest address, dest port, action) 

•  Address value fields can be of specific value or undetermined (*). 
Ports and and protocols can be of specific value or undetermined (any). 
Actions are either accept or deny. 

•  The order of the rules is relevant.  
Rules are evaluated top down against every packet arriving at the firewall. 
Changing the order of the rules can change the policy. 
Adding or removing a rule can have side effects on the policy. 
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The Policy Tree 

•  A rule corresponds to a path from the root to a leaf.  
•  Each node on the tree represents a field in the policy rule. 
•  Each arc represents the value of a field. 
•  The tree helps identifying the proper position for rules. 
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Relationship between Policy Rules 

•  A rule RX shadows a following rule RY  
if RY matches a packet then RX matches the packet,  
and the actions of both rules are different. 
A shadowed rule is never activated. 

•  A rule RY generalizes a preceeding rule RX 
 if RX matches a packet then RY matches the packet,  
and the actions are different. 
Generalizations are used to exclude specific traffic from a general 
rule. 

•  Two rules RX and RY are correlated if RX matches some (not all) 
packets that match RY and vice versa, and the actions are different. 

•  A rule is redundant if there is another rule that produces the same 
matching and action. Such a rule can be removed. 

•  A rule is irrelevant if it does not match any traffic that flows through 
the firewall. Such a rule can be removed. 
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Relationship between Policy Rules (2) 

Rx precedes RY , both rules have different actions.  

RY 

Rx 

Rx 

RY 

Rx RY 

Rx shadows RY RY generalizes Rx  Rx and RY are correlated 
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Policy Anomalies 

An anomaly exists in a firewall policy, if two rules match the same 
packet, or a rule exists that does not match any packet. 

The relationships introduced before express such anomalies. 
Examples:  
•  Rule 3 shadows rule 4. 
•  Rule 1 is correlated to rule 3. 
•  Rule 2 generalizes rule 1. 
•  Rule 7 is redundant to rule 6. 
•  Rule 9 is redundant to rule 10. 
•  Rule 11 is irrelevant. 
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Detecting Firewall Anomalies 

[ASH04] 
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Detecting Firewall Anomalies (2) 

•  The previous slide shows the state diagram of a finite state machine 
that detects firewall anomalies for a rule RX that preceeds a rule RY. 

•  RX RIM RY stands for inclusive match, i.e., each packet that matches RY 
matches also RX . 

•  The algorithm based on this state machine compares the fields of the 
filtering rules, starting from the left field (protocol) and ending at the 
right field (action). The port attributes are left out for simplicity 
reasons. 

•  This algorithm can be used as part of a firewall policy editor.  A 
second algorithm that is needed in this context determines the position 
of a new rule in the list [ASH04] .  
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Editing Firewall Policies 

•  Firewall policies are created and maintained by network 
administrators. Enterprise firewalls typically have from dozens to 
hundreds rules. 

•  To keep human errors at a minimum, a firewall policy should be 
minimal. It should contain no shadowed, no redundant and no 
irrelevant policies and a minimal set of correlated policies. 

•  A firewall editing tool 
–  Identifies possible side effects (policy anomalies) when a rule is 

added, changed or removed. 
–  Idenfies the place of a new rule to be added to the rule list 

•  Such a tool, based on the concepts introduced here, is described in 
[ASH04]. 
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For Further Study 

Introductions into Policy-based Management: 
Bandara A, Damianou N, Lupu EC, et al.: “Policy Based Management,” 

ln:Handbook of Network and System Administration, Editor(s): Burgess, 
Bergstra, Elsevier, 2007, ISBN:978-0-444-52198-9 

Raouf Boutaba, Issam Aib, Policy-based Management: A Historical Perspective, 
Journal of Network and Systems Management table of contents archive, 
Volume 15 Issue 4, December 2007, pp. 447-480. 

Works used for this lecture: 
[DV02] D.C. Verma: “Simplifying Network Administration Using Policy-based 

Management,” IEEE Network, March/April 2002. 
[ASH04] E.S. Al-Shaer and H.H. Hamed: “Modeling and Management of Firewall 

Policies,” IEEE Transactsons on Network and Service Management (TNMS), 
2004. 


